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A.

GENERAL

1.0 Purpose and Objective

2.0

3.0

This Service Level Agreement (SLA) has been jointly created by DEQ and
the Department of Informaticn Technology {OIT) to detail the conditions and

expectations of our two organizations regarding the delivery of information
technology services.

We believe this SLA will help us express our expectations of each other,
manage our respeclive workloads, communicate more effectively and
quickly resolve any service problems that may arise. This document can be
viewed as a building block that will contribute to a long-term relationship.
Accordingly, no changes will be made to this document without the

agresment of both organizations. This decumsnt will remain in effect unti
explicitly replaced or terminated.

Scope

DIT will provide the following services at all DEQ locations. These services
include application deveiopment and maintenance, helpdesk services,
voice, desktop and field services, computing services, data and network
conneclivity services, disaster recovery and business resumption services,

information technology and consulting services, IT procurement and 1T
cantract managsment.

Roles and Responsibilities

DIT shall:

= Be responsible for providing the resaurces and skills to deliver the
agreed-io services identified in the SLA.

« Communicate the methodology for pricing and the process for
collecting Tees and paymenis.



« Organize, facilitate and attend meetings in order to meet service
objectives and business demands.

+ Commit to teamwork and conflict resclution.

« Ensure the needs and concerns of DIT and the DEQ are
represented.

« Communicate with DEQ to ensure that they are adequately
informed of the IT services provided by DIT to meet the business
needs of the department. DIT will communicate immediately if
there are changes in these services.

DEQ shall:

= Assign an individual as the Department SLA Manager.
« Commit to teamwork and conflict resalufion.

« Communicate all issues and problems to DIT following the problem
management and escalation procedures outlined in this decument.

« Communicate with DIT to ensure that DIT is adequately informed
about DEQ needs, requirements and business directions. The DEQ
must communicate with DIT immediately if there are changes in
program direction. New initiatives must be communicated to DIT so
that adequate preparation and procurement time is available to
implement new or enhanced services.

= [nciude appropriate DIT Information Cfficer (10} in IT strategic
planning activities.

DEQ Ownership of DEQ Data

DEQ Data is and will remain the property of the DEQ. The DIT in delivering
information technology services is acting as the custodian of DEQ data. The
data owner, i.e. DEQ is responsible for communicating data requirements to the
DIT, e.g. access rights, criticality, etc. The DIT will establish and maintain
environmental, safety and facility procedures, data security procedures and other
safeguards against the destruction, loss, or alteration of DEQ Data in the
possession of the DIT which are no less rigorous than those maintained by the
DIT for its own information of a similar nature.



Responsibility for Application and General Controls

Application Conirals apply to ndividual computer application systems and may
include such controls as data origin, input controls, processing controls, output
contrals, application access controls, application interfaces, audit trail controls,
and application documentation. Application Controls consist of mechanisms in
place over each separate application {computer system) that heips to ensure
authorized data is processed completely, accurately, and reliably. DEQ is and
will remain responsible for ensuring application controls are in place and
functioning praperly within their crganization.

General controls provide the business and IT functicns with a set of
encompassing contrels that are shared by several agencies/departments or
information system functional units, or support underlying functions that one or
more applications rely on. General controis commonly include controls over data
center operations, system software (not application software), acquisition and
maintenance, physical security, OS5 (Operating System) level security, application
systems development maintenance, and overall IT Department administration.
These controls apply to all systems, e.g. mainframe, mini-computer, and end-

user computing environments. DIT is and will remain responsible for general
contrals.

Security

DEQ and DEQ personnel are respensible for complying with DIT IT secunity
policies.

4.0 Contact Information:

The 10 will be the primary representative from DIT managing and ensuring
service delivery as identified in the SLA.

Lynn M. Draschil

517-241-7423

525 W. Allegan, Constriution Hall 6" floor south, Lansing, M! 48833
Draschil@michigan.gov

Dennis Fedewa, has been identified as the Department's SLA Manager
and will be the primary representative for DEQ

Client Service Center 517-241-7945 or 1-877-433-7622, emai:DEQ-
HELPDESK@&EMichigan.gov
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6.0

7.0

8.0

The DIT Client Service Center is available 7:30 am — 5:00 pm Monday
through Friday. This Client Service Center is the point of contact for DEQ
service regquests and problems.

SLA Problem Management and Escalation

It is anticipated that the services provided by DIT will be acceptable to the
Department. In the event that the Department is dissatisfied with the
services provided, the Department’s SLA manager should contact the DIT
1. The 1O will resolve the issue to the Department's satisfaction. If a
mutual resclution can not be reached, the issue will be elevated to the

Directors of the Despartments of Infermation Technology and
Environmental Quality.

SLA Document Change Process

Changes to this agreement may be negotiated based on changing
business or service needs or significant variances from service
commitments. Requests can be submitted to the 1O or the Department's
SLA Manager, and they wilt negotiate the changes. The changes must be
agreed to by the Directars, or their designees, of both arganizations.

Maintenance and Distribution of the Agreement

The 1C is responsible for maintaining this Agreement and ensuring that

changes have been incorporated when appropriate prior to distributions of
NeEW Versions.

Distribution of copies within the DEQ erganization is the responsibility of
the Department SLA Manager.

Billing and Invoicing

The DIT services charges will be based on actual costs, which are
deemed fully sllowable and appropriately assigned or allocated to
respective DIT services as required by OMB Circular A-87. DIT is in a
transition period. As a service provider to State of Michigan agencies, the
ultimate direction is to move to a fully-rated cost recovery model. Noted
below are cost treatments and charges-back methodologies for BIT
services for FY 2003.

Invoices must be paid within 90 days of receipt. At year-end billings must
be paid in accordance with the time lines identified in the DMB closing
schedule, If an item is disputed the remaining invoice amount must be
paid in full within 80 days of receipt. DEQ must notify Corey Sparks



(sparksci@michigan.gov} 241-1043 of disputed items within 30 days of
receipt of invoice.

DIT Cost & Cost Recovery Treatments FY 2003

Direct Charges: The DEQ will be charged for costs directly associated
with the delivery of IT services. Examples include: direct DEQ assigned
staff and department specific IT procurement. In some instances there
are staff who are working for rmultiple agencies in a non-rated service.
Program managers will provide work distributions based on time reporting
data for staff in these roles. Staffing costs will be charged to the DEQ
based on distribution percentages. DIT will continue to maintain time
statistics. Time statistics will be distributed on a monthly basis, or as
agreed upon by the DEQ and DIT.

Praogram Administraticn (PA): Program Administraticn {(which includes
divisional, sectional and team administration) expenditures are costs
incurred by program management in the delivery of IT services. An
example of such cost is the Director of Agency Services. Costs incurred
by the DCirector of Agency Services will be allocated to the DEQ as a
function of Agency Services' direct salaries charged by Agency. PA will
be allocated to the first-line staff through step-down allocations based on
satary dollars.

Rated Services: The DEQ will continue to be charged for rated services
such as Telecommunication data and voice networks, Data Center
services, Project Management and Center for Geographic information
services, etc. Rated services are charged based on usage for the specific
senvice per published rate schedules.

Desktop Services: Deskiop Services costs wili ultimately be recovered
through a rated structure. Initially, however desktop costs will be allocated
to the DEC based on relative percentage of desktaps.

Desktop Services x  DEQ  Deskiop Count = DEQ Charge
Total Costs Tota! Desktop Count

Where required, Remedy statistics may be used o aid the OIT in further
distribution of desktop casts. (Note: Specific desktop purchases will be
charged directly to the DEQ and not allocated.)

Distributed Processing (DP}.  Distributed Processing services (local
networks, servers, email, mainframe operaticns productions support, etc.}
will be charged to the DEQ based on direct assignment of staff. DP
program administration will be allocated to first-line workers via step-down
function based on salary dollars.
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Enterprise Portal Costs: Enterprise Portal costs will be allocated to the

DEQ based on a weighted-average of content pages and page views for
internet costs.

Rent. DIT recognizes that there may be instances during transition where
DIT staff who are setvicing multiple agencies may be housed with an area
that heretofore had been dedicated tc a single depatment. DIT will
recommend a method for equitable allocation and “true-up” of these costs
for treaimeni beginning with the FY04 billing cycle.

Annual Reconciliation:  DIT will conduct an annual reconciliation of
charges, or "true-up.” This will involve a comparison of billed charges to
the actual costs of providing those services. DIT may elect to refund any
difference to customers through a final adjustment to billings. However, if
differences are within reasonabie levels, they may be carried forward as

adjustments to future year's charges or rates as provided in OMB Circular
A-B7.

Meetings: DIT financial staff, in coordination with the DEQ's Informaticn
Officer, will meet on a regular basis with DEQ staff to review DIT invoices
(invoices typically presented on a monthly basis) and identify and resolve

any billng adjustments, omissions and related issues that may be
identified.

Spending Plan: BIT financial staff will prepare and distribute a spending
plan each month that annualizes expenditures, year-to-date, against the
Agency inter Departmental Grani. DIT financial staff, in coordination with
the DEQ's 10, will meet on a regular basis with DEQ staff to review the
spending plan, identify funding shortages, and jointly prepare an action
plan to spend within available resources.

Audit Clause

As part of this SLA, the DEQ and DIT agree to this audit clause which
provides that financial records, documents, data, accounting procedures
and practices, programs, projects, information systems, or any other items
of the service provided, deemed relevant to the SLA by DEG and DIT, are
subject to examination by the appropriate BEQ and DIT representatives.
The DEQ and DIT will, and will cause its subcontractors and suppliers to,
provide to the DEQ and DIT (and internal and external auditors,
inspectors, regulators and other representatives that the DEQ and DIT
may designate fram time to time) access at reasonable hours to the DEQ
and DIT perscnnel, to the facilities at or from which services are then
being provided and o the DEQ and DIT records and other pertinent
information, all to the extent relevant to the services and DEQ and DIT's



10.0

1.0

obligation. Such access will be provided for the pumpose of performing
audits and inspections. The DEQ and DIT will provide any reasonable
assistance requested by either party or their designee in conducting any
such audi, including installing and operating audit software.

Following an audit, the DEQ and DIT will conduct an exit conference with
DEQ and DIT representatives. The DEG and DIT will meet to review each
audit report promptly after the issuance thereof and the DEQ and DIT will
respond to each audit repert in writing within thirty {30) days from receipt
of such report, unless a shorter response time is specified in such report.
The DEQ and DIT will develop and agree upon an action plan to promptly
address and resolve any deficiencies, concems, andfor recommendations
in such audit report and the DEQ and DIT will undertake rermedial action in
accordance with such action plan and the dates specified thersin.

Service Reviews

Quarterly (or as needed) reviews will be conducted with the Department’s
SLA Manager to assess service effectiveness, address service problems,
and evaluate service delivery in light of business needs and available

resources. Particular attention will be paid to notable deviaticns from
commitments.

As a basis for the review, the 10 and Department SLA Manager will
collaborate 'n collecting, analyzing and reporting service data associated
with the SLA. A report describing project statuses, issues addressed,
decisions made and actions taken will be published within five (5 days of
the review meeting.

This review will also include advice from DIT on technology options that
have become available that could improve the overall level of service. This

review will aisoc serve as an opportunity to identify improvements in
perfomance.

AGENCY SUPPORT SERVICES

New Systems Development

New system development is work that leads to the creation of new
systemsfapplications. Application development requests will be submitted
through the process developped by the DEQ and the 10 DEQ
respansibiliies will minimally include:

Development of the Project Feasibility document, which shall describe the
general business problem being solved. This document must include

|
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DEQ authorized signatures and funding source. Prior to proceeding with
the project, the DEQ shall he responsible for developing the project
charter, with assistance from DIT. This document must identify:

~ Project scope.
= DIT and DEQ Roles and responsibilities.
# Proiect management and project ownership.

Where DIT resource (staffing) conflicts exist, the DEQ must re-prioritize

current projects and current maintenance efforts to accommodate new
system development.

Application Maintenance and Supponrt

Mew sysiem development is work that leads to the creation of new
systemsfapplications. Enhancement and maintenance reguests will he
subkmitited through the process developed by the DEQ and the 10
Application maintenance and support includes the following:

Enhancement sub-divided as follows:

=  Major Enhancemeant: involves significant new requirements, but
does not alter the overall makeup of an existing solution. This may
entail adding, changing or deleting functions for the existing
solution. Major enhancements will usually cause an impact to the
business, organization or architecture and may require significant
cost, effort, and time to complete. Examples may include migration
to a new application platferm, adding new interfaces, or re-
designing a database.

=  Minor Enhancements: involves adding new requirements against
an existing solution, but have minimal impact on the business,
organization, or architecture. Examples may include updates to
data tables, updating a field on an HTML view, or updating a
module that was eriginally changed via an emergency fix.

Maintenance sub-divided as follows:

= Comective Maintenance: includes work that is ntially spawned by
a problem incident report and is generally referred to as a "fix.”
Involves changes made to application code in support of new or
changed system software. Cost and effort are relatively low. This
work may be initiated to provide a complete fix after an emergency
fix was performad,

» Emergency Fix: defined as the occurrence of a problem that must
be addressed immediately, such as the disruption of a system or
application.



Lirgonf — life and death situations.

High — public iImpact, significantly impacts a large
number of users, or inakility 1o meet deadlines
for statutory payments.

Medium —  all other situations that have impact on users.

=  Perective Maintenance: involves work that is initiated in order to
avert foreseeable problems, improve performance, quality,
reliability, efficiency, usability, or maintainability of an installed
solution. An example may be performance tuning.

DIT will be responsible for on-going system maintehance, unless
otherwise outsaurced to a vendor, for the duration of this agreement.
Should systern maintehance obligations impact the delivery of new
systems, or resources not available within the existing staffing structure,
the DEQ will be responsible for priortizing maintenance efforts.

Support: Work related to the production application such as end user
assistance, routine tasks or monitoring of the production application. Examples
may include on-call support, adding or changing user access to the application,
production scheduling, and responding to end user questions or emails.

C. CRITICAL APPLICATIONS

Service levels required for mission criticai applications for the
DEQ do not exceed the standard service levels identified in this
document and therefore, further clarification i1s not required.

D. DISTRIBUTED PROCESSING OPERATIONS

1.0 Overview

The Distributed Processing Operations {DPO) Division within the DIT is
responsible for the planning, design, engineering and cperations of all local area
networks for the State of Michigan. DPO also offers server and application
hosting services, e-mail service, file and print services, operating system support,
maintenance support, scftware and hardware technology refreshment setvices in
a variety of different facilities in a distnbuted environment.

DPO services are typically provided on a 5 X 12 basis; however, the DEQ has
the option to extend caverage via an on-call service.

DPO also offers mainframe job scheduling, operations and data entry services.
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3.0

DPO Services

DPO provides the following types of services to Agencies:

| Facilities Management Network Management !
Server Pracurement Job Scheduling/Execution
| Server Software Installation Maintenance Agreements {SW & HW) |
Assel/Configuration Management | Server f HW Capacity Planning
Server Installation/Setup Service Request Management
Server Backup/Recovery Software Problem Management/Patch
Process
Server Documentation Print Services
Server Security Operatians
S Metrics/Ltiization Reporting
User Profile Management Application Server Support
Performance Tuning _ Server Software Distribution
Server Monitoring and Corrective | Change Control
Action
Performance Tuning Software Version Control
Server Monitoring and Corrective
Actiun ......... —_—

DPC Monthly Costs

DPO charges for FY03 are costs directly associated with the delivery of
ithe services listed above. These charges include three types of costs:
Payroll, Program Administration, and Support Costs.

= Payroll consists of actual payroll charges for the pay periods ending
during the invoice month. DPC staff i1s charged to the DEQO as
dedicated to the department, allocated to the agency, or based on a
time distnbution,

¢« Dedicated: Costs of DPO employees working ful-time for a
single agency.

= Allocated: Costs of supervisors and managers are allocated
based on salary costs of employees in their reporting
organization.

+ Time Distribution: Some DPO employees provide semnvices 1o

multiple agencies. For these employees, their cests are
distibuted as a percentage cr time worked for each agency.

T3



+ Program Administration {PA) expenditures are costs incurred by
program management in the delivery of DPO services. An example of
such cost is the Director of Distributed Processing Operations. Caosts
incurred by the Director of Distributed Processing Operations are allocated
to agencies as a function of Agency Services' direct salaries.

+ Suppert costs are expenditures such as travel, telephones, pagers, copier

rental, office supplies, and other C35&M related to the staff in the DPO
organization.

E. ITPROCUREMENT

1.0 Overview

Contract & Procurement Services provides department specific and enterprise-
wide procurement and contract management services for IT cornmodities and
SErVICES. MAIMN processing activities, vendor interaction, and State

approvalireporting requirements are handled by DIT Contract & Procurement
Services.

2.0 Contract Management Services

DIT Contract Management Services is responsible for processing all 17 related
contractual service requests, and ensures that the services provided meet

gontract specifications.  In serving these iT needs, BIT Contract Management
zemnvices include the following:

« Assist DEQ in developing, renewing, and re-bundling 1T contracts.

+ Work with DEGQ and project managers in identifying IT needs and
developing statements of work.

« Coordinate with DMB to determine most appropriate contract
vehicle to obtain services.

« Develop contract language for Request for Proposal, Invitation to
Bid, and Sole Source contracts.

« Work with DEQ procurement and personnel siaff to obtain
Department of Civil Service approval, via CS5-138, if needed.

s« Paricipate in pre-bid meetings, coral presentaiicns, and joint
evaluation commitiee process and vendor selection.

» Review contractor's detailed work plan to ensure it will result in
meeting the obiectives and tasks stated in the contract.
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« Act as liaison between DEQ and Contractor in order to mutual

understanding of the respective roles and responsibilities of the
contractor and the DEQ.

« Prepare contract portfolic and status reports to share with
management staff regarding contract management and activity.

» Monitor contracts  with  existng vendors  and  make
recommendations on extensions and renewals using uniform
analysis.

s Manage contract change requests.

+ Manitor financial data for each contract to ensure that contract is on
hudget.

+ Monitor all contract activity to ensure compliance with contractual
obligations and DIT strategic direction.

= |leverage resources and create cost savings by establishing
contracts using a best-practice, best-price, and best-value mindset.

« Fromote proactive management of the IT contract portfolic through
valued partnership and foster an enterprise-wide perspective.

« Coordinate funding approvals.

« Adhere to Executive Directives/Executive Orders, DIT and DEQ
specific requirements in processing 1T contractual service requests.

« Process approved DEQ) contractual service requests in a timely and
efficient manner.

FProcurement Services

DIT Procurement Services covers the purchase of all non-delegated IT
commeadities and services for State agencies. (Second paragraph moved}

The DIT Procurement Services Section perdorms all MAIN-related
functions for IT procurements. These include requisitions, purchase
orders, change orders, receivers, and cancellations. DIT Procurement
Services will issue DEQ specific procurement requisitions in a designated
MAIN ADPICS department number and route thase documents for view
and approval by the DEQ, based on approval path infearmaticn provided by
the DEQ. DIT Procurement Services will nofify end users of request
status throughout the procurement.
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In serving the IT procurement needs of the DEQ, DIT Procurement
Services will:

« Adhere to DEQ specified approva! requirements for IT purchases:

* Provide a variety of methods for Agencies to request the purchase of

deskiop commadities, including telephone requests, e-mail, fax, 1D-mail
requests;

= Process approved DEQ procurement requests through appropriate DIT
approvers in a timely and efficient manner;

* Check published on-hand stock status for items that can be redeployed
free of charge before procuring new items using DEC funds;

= Procure commodities that meet published enterprise standards;

= Use a variety of procurement methods, including the MAIN system and
procurement cards, to purchase items at the most favorable cost and
value;

= Notify the DEQ of procurement request status;

= |f requested, use DEQ specific coding in selected fields of MAIN coding
blocks to assist the DEG in reconciling its monthly invoice;

« Establish and maintain a MAIN ADPICS department approval path to
route DEQ specific purchases for approval and viewing by DEQ staff;

= Work with the Depot to perform the receiving function for commodity
purchases;

« Adhere to Stale Execulive Directives and instructional memoranda
regarding the approval, processing, and reporting of iT commodities;

= Expedite orders as quickly as administratively possible for urgent DEG
requests;

= Coordinate procurement efforts with those of DIT Infrastructure Services,
Agency Services, and Administrative Setvices to streamline receipt,
delivery, and billing for commodities;

= Provide procurement contact names and instructional media to DEQ staff
regarding DIT precurement methods.  If requested, mest with and train
OEQ staff on OIT procuremenit processes;



Work cooperatively with DIT Infrastructure Services to maintain warranty

and maintenance agreements for software and hardware serving the
DEQ;

Strive to lower DEQ costs for lcensing and maintenance purchases by
combining procurements for volume discounts;

Process assigned invoices in a timely manner and work proactivelty with

DMB Accounts Payable staff to ensure timely, accurate payment of vendor
iNYoIices.

The DEQ will be responsible to:

Enter Account Gode {AC3} informaticn into requisitions in the approval
path, if the DEQ chooses to request AC3 ceding for its IT purchases,

For IT desktop commodity purchases, supply information identifying the
end user's name, phone number, and physicai location to assist in
notification, delivery, installation, and inventory tracking;

Provide DIT Procurement with MAIN security forms and information to
establish and update DIT approval paths for DEQ documents.

Provide DIT Procurement with cumrent information on DEQ designated
signataries  and  approvers for DIT-0015 {Procurement Eequest)
documents and Client Service Center Procurement requests;

Indicate whether funding for each procurement reguest s included in the
IDG:

Comply with the requirements of the End User Computing freeze on
desktop commedities by providing a business case for any desktop
commodity request that includes some portion of general fund monies.

Charges to the DEQ for Procurement Staff will be based on the percentage of
transactions processed for the DEQ by its designated precurement liaison(s) and
related percentage of the supervisor and gverhead costs. Remedy statistics may
be used to calculate number of transactions processed for the DEQ.
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SECURITY SERVICES

Security Services Overview

Security Services cover the development, maintenance, implementation, and
enforcement of security-related policies and procedures for State Government T
resources.

It alse includes incident management, monitoring, and interaction with non-State
of Michigan security entities to insure that the State’s IT infrastructure is safe
from entities outside State Government as well as within State Government.

2.0

3.0

Scope

» Development of security-related policy and procedures.

« Coordination, implementation, and enforcement of all related security
policies.

« Monitoring of securily processes.

Security Services

Security Awareness and Assessment

Essential Base Services:

Development of Security Guidelines and Standards

Development of guidelines and standards to meet state and federal
security abligations and nesds.

. Coordination of DIT Security agreement processes with agencies.

Provide security-related tools, such as training material, etc.

Research new security technologies and make recommendations for new
ProcCesses.

Premium Services:

Coordination of Security with agencies, including awareness promotion:
Work with agencies to promote security awareness.



2. Enterpnise Risk Assessment. Conduct enterprise-wide Rapid Risk
Assessment.

3. Assessment & Management of Applicaticn Risk:

A. Assessment of application risk; Assist agencies in evaluating
degree of security-related risk.

B. Development of mitigation plans: Provide assistance o

customers toward development of mitigation plans to address
identified risks.

Passive Monitoring of IT Secunty Environment

Essential Base Service:

Monitoring of State Firewalls

1. Provide oversight responsibility for the security of the State's
infrastructure.

2. Pravide final approval on firewall rule changes in accordance with State
Standards and guidelines.

Provide Security Aled Services

1. Monitor, evaluate and publish industry secunty events and vulnerabilities
to Agencies.

2. Provide network intrusion detection.

3. Monitor security breaches and pravide information to agencies as
warranted.

Hardware Security Scanning Services

1. Coordinate scanning of systems within SOM for possible vunerabilities.
2. Provide recommendations to resolve known vulnerabilities.

Virus Protection

1. Coordination of virus protection, detection and suppression at the PC,
server and network level.

General Security Monitoring




. Provide reporis to agencies on security violations as well as policy

infractions.
Provide 1D5 services on DIT supported platforms.

Coordinating application of federal security programs, such as
Homeland Security (focused on “all threats™ approach).

Active Nonitoring of IT Security Environment

Essential Base Service:

Perform IT Risk Assessment Services

1.

3.

Perform risk assessment of DIT infrastructure faciities in accordance
with State policy and standards.

Perform on-demand risk assessment service, as needed within DIT for
new or changing infrastructure facilities.

Document risk assessments for management review and response.

Audits of Access Privileges

1.

Audit access codes and usage on platforms within DIT based on
Secunty policies and standards.

Provide information for coordination with customers on customer access
rights and privileges.

Assist customers with DEQ audits relating to IT platformsfapplications.
This assistance may invelve IRS audits, Auditor Genera! Audits, &tc.

Premium Services:

1.

Ethical Hacking - Conduct ethical hacking against BIT platform

resources to assist in determining level of risk for intrusion, firewall
protection and make recommendations on remediation strategies.

User Monitoring - On-demand monitoring of users. In  specific

circumstances, it may be necessary tc monitor specific users to address
suspected illicit or fraudulent use of IT rescurces.

Healih Informaticn Portability Protection Act {HIPPA) - Ensure
compliance with HIPPA regulations.




4. Security Accreditation of Computer Systems - Facilitate security
accreditation and certification of computer systems.

5 Formal Security Training ! Awareness.

6. Homeland Security Incident Coordination lssuesiResponse.

Coordination of Physical Security for DIT Facilities

Essential Base Service:

1. Provide oversight responsibility for the security of the State's physical IT
infrastructure.

4.0 Disaster Recovery Services Overview

The Disaster Recovery and Emergency Management Services addresses DIT's

responsibility regarding planning, developing and executing disaster recovery
capabilities.

These services also address offering assistance to the DEQ toward development of
their business resumption plan responsibility. DIT can leverage its disaster recavery
planning expertise to provide assistance to its plans and processes. While both the
development and execution of business resumption is clearly an DEQ responsibility,
DIT will assist customers in dealing with this responsibility.

5.0 Scope

- Assist in the creation of disaster recovery plans and processes and
creation and maintenance of a disaster recovery hardware environment.

- Bring hardware and systems back onfine in the event of a disaster for
critical application infrastructure.

- Assist toward development of business resumption plans and
proCesses.

6.0 Disaster Recovery Services

Development and Maintenance of Disaster Recovery Plan

Essential Base Service:

Maimtenance of Disaster Recovery Plan - For eritical business and DIT
processes, creation of a disaster recovery plan covering:




1. Maintenance of existing disaster recovery plans.

2. Distribution of the disaster recovery plan.

Premium Services:

A. Development of Disaster Recovery Plans - For critical business and DIT
processes, creation of a disaster recovery plan covearing:

1. Develcpment of disaster recovery plans specific to each
platformiprocess.

2. Distribution of the disaster recovery plan.

Testing of Disaster Recovery Plan

Essential Base Service:

Testing of Disaster Recovery Plan - Coordination of testing process with DIT
infrastructure suppornt and customer as required. This includes:

1. Testing of applications, network availability and cutput.

2. Ensunng that adequate Disaster Recovery testing is accomplished o
meet customers’ business requirements.

Premium Services:

A, “Table-Top” Testing - Panel review of Disaster Recovery Plan to vernfy plan
validity {content, infermation, sequence, efg.).

B. Simulation Testing - Full-blewn simulation of Disaster Recovery Plan
executicn to verify validity, completeness and effectiveness.

Execution of Disaster Recovery Plan

Essential Base Service: MNone.
Premijum Services:

A Declaration of an EMERGENCY - Based on customer need and
circumstance, DIT is responsible for the declaration of an emergency.

1. Provides ‘over and above' normal business response for the spectfic
systemns or applications for which the emergency has been declared.



2. Escalation to 7 X 24 coverage from on-cal! individuals.

B. Declaration of a DISASTER - Based on customer need and circumstance,

DIT is responsitile for the declaration of a disaster.
RN S .-'-_\I i':_! PRI TR T ) Tt gz i IR

C. Execution of Disaster Recovery Plans and Processes - Carry out efforts
necessary to implement a Disasler Recovery effort based on the
requirements defined in the Disaster Recovery plan to ensure that the DIT
Services meets pre-defined DEQ Business Resumption Process

requirements (may include the desktop, telecom, and distributed server
environments).

1. Re-establishment of infrastructure required to support business
resumption.

2. Re-establishment of data access.

Assistance toward Development of Business Resumption Plans and
Processes

Essential Base Service:

= Assistance to agencies toward development of their business resumption
plans and processes.

+ Coordination of business resumption planning process with DIT
Infrastructure suppaort, Agency Services and Customer as required.

=« Ensure that all infrastructure issues identified in the Business Resumption
Process as being crifical are involved in the development process (may
include the desktop, telecom, and distributed server environments).

Other Disaster Recovery Services

Essential Base Service:

All other disaster recovery and assistance toward development of business
resumption processes.



2.0

ENTERPRISE APPLICATION SERVICES

Qverview

Enterprise Application Services provides application development and
support for technical applications and services impacting several agencies
and the enterprise {all agencies), including Human Resource Management
Network (HRMN), DCDS, ADPICS, RSTARS, Michigan.gov, e-stores,
Vignette, and Senior Project Management.

Development and Enhancement Services

Development and enhancement services to the Human Resource
Management and Finance applications including HRMN and DCDS are
prioritized by the Civil Service Depariment. MAIN (ADPICS and RSTARS)
services are prioritized by the Office of Financial Management.

Mew Development projects and enhancements to entemrise or multiple

agency solutions including Michigan.gov applications are provided upon
request by agencies.

Billing and Funding

HRMN and DCDS are funded by the Civil Service Depariment; MAIN is
funded by the Office of Financial Management of the Department of
Management and Budget. Development and enhancement services are
billed based an the scope of work requested and funding available by the
reguesting department.

The billing rate will be an hourly rate for staff based on expertise:

Project Manager

Jr. Project Manager/Special Projecis Lead
Sr. Technical Analyst

AnalystfCMA. Specialist

a w &« @

Obtaining Services

A Memorandum of Understanding identifying the rates, work to be
performed, responsibilities and funding scurce and approval will be
developed and signed by the Information Officer, the Director of Enterprise
Application Services or designee, and the Requestor for each project.
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3.0 Michigan.gov

The Michigan.gov portal group provides hesting services including the
production server environment and support at a 99.9% availability, and a
test server, licenses and suppori.

wuppor Services for Michigan.gov include:

Formal training and expertise in Vignette to all end users.

+« Technical expertise in Vignette, Surfaid and Inktormi for all technical
resources.

» Graphical User Interface Michigan.gov Standard support {(banner and
graphics).

=« State of Michigan web application monitering and review for consistency in
securty, privacy, look and feel, usability.
Routine and on-request statistical reports.

= YWeb user interface design expertise and support of the user interface look
and feel of the pertal.

» Vignette Application maintenance and small enhancements.

= Maintain the contact Michigan e-mail box and either answer the e-mails or
redirect them to the DEQ or office that can best reply to the query.

« Suppont Governor's Executive Office and Communication Division with
angoing suppor for the Michigan.gov hame page.

Billing and Funding:

Michigan.gov Portal charges must support entirely the cost of the production and
test hosting environments (now 88% of the cost) and the support services staff
(now 12% of the cost). Total estimated annual expenses for the Michigan.gov
portal is $4,081,000 distributed as follows:

Production and test hosting charges:  $3,586,000
Support Services Staff 3 485,000

Total estlmated charges for DEQ fn:-r October 1, 2002 through September 30,
2003 are [ - T o ]

Department charges are based on two factors — each weighted at 50%. These
factors will be reviewed and adjusited annually:

« Content countin Michigan.gov Database on 10/25/02 are representative
of the cost of those servers, redundancy and support and the Vignette
application.
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« Page Views {end user trafiic) 9/1/02 through 9/30/02 are representative of
the cost of servers and support far Michigan.gov response time,
availability and redundancy.

{harges are not based on the number of websites per depariment, the number of
authors, editors or publishers, or the number of training or support services.

Obiaining Services:

Enterprise Application Services supports Michigan.gov customers in several
different ways:

« Content Management Administrator {(CMA) Training is provided on a
regular schedule or, if needed, special training can be ceordinated to
ensure that agencies have perscnnel capable of maintaining the agencies’
web sites with current information. Training can be scheduled by going te
hittp:/fw3.michigan.gev/emichigan clicking on CMA and then Training.

= Assistance on CMA problems.

= FKeguests for URL redirects.

« Maintain the contact Michigan e-mail box and either answer the e-mails or
redirect them to the agency or office that can best reply to the query.

For assistance and any of these items, send a GroupWise e-mail to DIT-EAMS-
Web. For immediate assistance from 8:00 Al to 5:00 PM, you can page a CMA
expert by calling 341-0989 and leaving your phone number.

Senior Project Manager Services:

The Senior Project Manager is responsible for the successful en-time, within
budget and scope, delivery of large ($5,000,000+), complex and strategic State
of Michigan projects. They are seasoned and experienced project managers
responsible for successful delivery along with providing mentoring and
development of Project Management as a discipline within the State of Michigan.

The billing rate for senior project managers is $85 per hour for fiscal year 2003.

Obtaining Services:
Contact your 1O or Teresa Douglass at 517-241-5779.
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2.0

3.0

DESKTOP SERVICES

Overview

This section details the services associated with the availability of 'ready-
to-use’ workstations, including standard or advanced workstations as well
as associated penpherals, standard software and applications.

It also covers the activities required to ensure that the workstations,
peripherals, software and applications provided are properly supporied
through their entire lifecycle.

Roles and Responsibilities
Dreskiop Services include;

Availability of workstation & standard software, including standard

configuration, software and basic office productivity and State of Michigan
software and applications;

Availability of hon-standard software, in answer to specific DEQ, position
or in some case individual needs;

Model Cffice service, which ensures that any new application, software or
hardware is 100% compatible with existing standards & eguipment;

Moves, Adds and Changes service, which deals with the installations,
moving andfor removal of workstations and peripherals;

Peripheral suppont, covers the on-siie support for standard petipheral
equipment;

Kiosk support, similar to peripheral support but tailored specifically to the
kiosks used by the agencies to provide services across the state.

Client Service Center

As its name implies, Client Service Center essentially provides a portal to
all DIT-related service areas via an Enterprise and Centralized Help Desk.

The Client Service Center covers the following:

Single point of contact for any form of user support: (to obtain 'break & fix'
support, to obtain information about DIT services, to procure new services
from DIT such as applications hosting, etc.);

Tier 1 user support with a stated goa! of resolving the majority of support
requests during the initial call {"on the spot®);



» Tier 2 user support, when applicable, by drawing on other DIT services or
Department programs for final resclution of the issue.

I CENTER FOR GEOGRAPHIC INFORMATION {(CGI)

10 Overview

The Center for Geographic Information {CGl) provides leadership, technical
expertise, and policy for the development, use, dissemination, promotion and
sharing of the state's geographic resources. Charges for CGI fall into twa ()
categones: direct department charges and services charged on an hourly basis.

2.0 Services

New development projects and enhancements to enterprise or multipls
department sclutions are provided upon request by agencies, These services
are hiled based on the scope of work reguested and funding available by the
reguesting departmeni. A Memorandum of Understanding identifying the rates,
work to be performed, responsibilities and funding source and approval will be
developed and signed by the 10, the Director of the CGIl, and the DEQ. The
hilling rate will be an hourly rate for staff as follows:

Senior Staif: $75 per hour
Junior Staff; $60 per hour
Support Staff: $35 per hour

Selected Services Include:

Internet Mapping Services

Thinking and working geographically provides the advantages of using
maps for decision support. [nternet Mapping Services provide web tools
o create maps, integrate information, visualize scenarios, present
powerful ideas, and develop effective solutions. Geographic infermation
Systems (GIS) on the Intemet provides a much more dynamic tool than a

static map display. Web-enabled GIS delivers interactive gquery
capabilities such as

+ Searching for specific site locations
= Displaying and viewing muliiple data sets
+« Conducting queries for specialized analysis

= Retrieving specialized data services

L



The CGI provides web-specific data development and management
services targeting cartographic design and map rendering technologies;
internet  Mapping Application development using pre-developed
functionality or meeting new, department spacific requirements; and IMS
hosting services that include G-IT hardware and scoftware maintenance
with application versioning upgrades available.

3.0 Project Management

Geographic Information Technelogy (G-IT) encompasses an understanding of
spatial data, cartographic expertise, a specifically targeted family of software and
its supporting architecture., Since 80% of State government information has a
spatial component, the CGI offers agencies its G-IT expertise fer reviewing
proposals containing a geographic component and continuing project
management services to ensure successful vendor delivery of G-IT
reguirements.

-1 User Support

The CGI is committed to supporting and enabling Geographic Information
software and equipment users. Both fermal and informal assistance and
training is available for Geographic Infarmation off-the-shelf software, G-IT
equipment such as GPS units, and user training for developed
applications.  Cartography-related services include custom mapping,
development of both standard and custom symbol sets, and standard
mapping templates and layers. CGl alsc provides GIS analysis services
tailored to meet DEQ needs or assists agencies in developing and
implementing their own G1S analysis.

Spatial Data Management

The CGI realizes the growing need for managing the ever-increasing
volume of State geographic data and offers services to develop data
standards for geospatial metadata, locational referencing (examples
include address, Public Land Survey System, linear referencing systems,
digital orthophotography, Global Positioning Systems [GPS] and other
referencing systems), and web poral standards for the Michigan
Gecgraphic Data Library. Standards are designed to leverage data
integration and sharing among State agencies. Assistance is available for
using, administering, and optimizing SDE (Spatial Data Engine} for data
loading, data access, and increased performance. Modeling and design
services provide yet another avenue to improve data access and
availability.

25



FProduct Development, Data Development and Data Integration

CGI provides the following services, including
1) Standard and custom map products;

2) Large-format printing for press conferences, court exhibits, and
presentations,

3) Database queries and tabular report compilation that reference
geospatial data;

4) Address (and other locational data) cleansing and address
matching/geocoding services;

5) Geospatial and related data conversion and migration;
6) Custom geographic data development;
7) Referencing system and map projection conversions; and

8) Two-way data integration between the Michigan Geographic
Framework and various business data sources.

CGl also coordinates digital imagery acquisition and development. The
CG! administers the State's geographic information web portal including
maintenance of the Michigan Geographic Data Library providing access to
several State depaniment sponsored datasets.

Michigan Geographic Framework

CGl serves as administrator of the “Michigan Geographic Framewaork®. The
Geographic Framework is a standardized infrastructure on which all GIS users of
1:12,000 scale map data can build their applications. CG! serves state, regional,
county, and local govemment agencies, private businesses, and the general
pubfic. CGI provides technical assistance and consultation services to
Michigan's GIS user community.

DEQ is a contributing partner for FY03 and has committed $150,000.

Service Request Process
Contact your 1O or Eric Swanson at 517-373-7810.



J. DATA CENTER OPERATIONS

1.0 Qverview

Data and Application Hosting is the ability to provide mainframefserver facilities,
Operating System support, maintenance and operational monitoring of customer
data and applications.

2.0 Data and Application Hosting

Data and application hosting can be performed either in a centralized or
distributed environment, depending on the criticality of the data or
applications hosted:

= Centralized hosting in a 7x24x385 data center is provided for data and
those applications requiring high availability and/or a need for disaster
recaovery capabilties. & can also be preferred when a selected
application resides on a mainframe or server supporied by the data
canter.

K. TELECOMMUNICATIONS

1.0 Overview

Telecommunications invelves traditional voice (telephony) and data network
backbone connectivity between State of Michigan work locations.

Voice Services addresses all services related to telephony, from basic office and
cellular telephony to the design and deployment of elaborate Interactive Voice
Fesponse systems {(IVR), Enhancad Call Processing (ECP), or Call Centers.

The breadth of Voice Services offered depends directly on the degree of
involvement that DIT has in its delivery, i.e. whather or not the delivery facilities
are managed by DIT rather than by an external service provider.

2.0 Service Levels

This translates into three (3) different levels in the breadth of Voice Services that
are available to customers:

=  For most central locations, or locations with a strong concentration of
State of Michigan operations (specific buildings within the Lansing,
Saginaw, Grand Rapids and Detroit areas), DIT manages the voice
instaliations and is accordingly able to offer its full breadth of Voice
Services.

= For other locations with significant population or cancentraticn of State
of Michigan operations {specific buildings within Flint, Jackson and
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Kalamazoo areas), DIT is able to offer a limited breadth of Voice
Services.

= For all other locations, the role of DIT is currently imited to
negotiating agreements with service providers to deliver the
services on behalf of DIT.

Data & Network Connectivity covers the connectivity of users to standard State of
Michigan data sources and applications such as data center applications,
distributed applications and external partners.

The Data & Network Connectivity Services are divided into the following services:

= Connection of a local network to the State of Michigan “backbene,” which

provides all users of this local network with access to the different data
sources described above;

« Different remote connectivity modes, through which users working
remately are able tc access their normal data resources;

« Different network services such as dedicated connectivity, connection to
external partners, etc.
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Glossary of Terms

“A-

| Access Privileges | Physical and remote access o DIT [aeilities and resources |

| | pranted by Enterprise Sceurity. ]
- _R_

I Business Resumption T'lan | The documentation that delineates for the Client and

i (BRTY - DIT the necessary procadures to successfully move

the Client's applications from a production facility to
the Disaster Recovery Site.

- -
| Chanpe Crder The process ol documenting a change which 1s a deviation
from an onginal request for the purposes ol evaluation,
approval or rejection, scheduling and trackang,

Clicrt The term by which DT will refer to the State agcncics
that DI'T supports, emphasizing the lonp-term service
relationship. _

Client Service Center (CSC) | An organizational unit that will manage all requests [or
clients. Thas s the imtal point ol condiact Tor DIT scovice

o LCsLs.
_D_ v
I Dicdicated Services | Those services which are utilized by a single agency.
‘ MNisaster Recovery TPlan [ The documentation that delincates all the roles and
respomsibilities [or DT safl. along with the steps that

must be taken to successully move the production
processing perlormed at the DT managed facilities to the
Disaster Recovery sile.

-E~
: S S ) . . i i .
Lnterprise Services Thase services which are utilized by multiple apencies, l
Lscalation Ingagement of increasingly lngher levels of Management

and lechnical resources 1o cnsure problem cesolution.

Fihical Hacking Sinulated hacking perforied at the request of a Customer
, Apency, under the authority of Iinterprise Security.

14



MNomal Business TToors

™

Fully staffed operational activity

Motification

A communication to Management at predetermined
times to provide awareness of a problem ticket that
has been entered into the automated system.

Service Loevel Agrecmoent

-5
A document which creaies a shared understanding
regarding the services provided.

Hervice Reguest (SR} Any type ol need irom a client that is submitted to DIT,
for cxample, becak/Mix. application support, upgrades,
password resets, purchases, ofe. Kequest for a change in
an cslablished process or procedure.

Status Summary of problem resolution activities for a given

| ticket to Customers at specific points in time.

Service Providers

Systemn Acvvailabiliy

‘The phase i a system life cyele of the continuous
performance of normal daily tasks.

Total time system s available to ageney. ininus scheduied

downtime.

I




APPENDIX C: SERVICE LEVEL METRICS






B

&

TrL=HI Oy

State of Michigan, Department of Information Technology (DIT)
Service Level Definitions
7M18/03 Draft

1. Client Service Center

Service Definition

The Client Service Center {CSC} is designed o be a client’s initial point of contact for information technology guestions,
requests and problem resolution. Clients may contact the Client Service Center by phone, fax or email at the following:

Phone at 241-9700 and 1-800-868-2644
Ermail at DITService@michigan. nov
[FAX at 241-8439

Service Lovels

The Center aceepts calls M-F 7:30 am — & pm. After hours urgent calls are transferred to the DIT Enterprise Help Desk.
Service Center representatives are skilled in handling calls concerning

Broken or inoperable deskiop equipment

Deskiop software problems or questions

Telephone or hebwork problems or questions

liequests for services provided by BIT, including pracurement, installs, moves, adds or changes to desktops
Agency application prablems or questions

The priotity assigned to any given problem will be on a lhree-tier scale - Urgent, High, and Medium and Low

= URGENT Issue f problem has potential o cause loss of life / risk of Injury
« HIGH Directly Affects the Public or a large number of users are down
«  MEDIUM Al other problems ar sernvice requests wilh a deadling

« LOW All other prablems or service request without a deadline

Performance Indicators

The Client Service Center witl acknowledge, resolve or refer all requests received by phone, e-mail or fax within 15
minutes of initial contact. A resolved request would be one that the Chent Service Center representative was able to
handle to the Client's satisfaction. A referral would be a request that the Client Service Center represeniative handed off
to the 2™ level support for resolution. The Client Service Center will be able to provide acknowledgement of a request by
responding ta the Clent via e-mail when a remedy ticket was initiated and placed in work-in-progress status or referred to
2™ |level suppott.

When 2™ level support is required, acknowledgement to the client of the ticket will occur within
15 minutes for Urgent priority tickets
20 minutes for High priority tickets
G0 minutes for Medium pricrty tickets

Service Level Agreement Page 1 of 10 . BIR2IKE
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. Desktop Services

Service Definition
Desktop services encompasses all aspects of maintaining and supporting the desktop PG, including

+ [Deskiop / laptop hardware and software problems
v Printers and other peripherals problems (for example, printers, DOMS, scanners, PDAs, external disk drives)

DIT purchases a standard set of desktops/laptops as defined in the State of Michigan's EUCH contract. These systems
come with a manufacturer's on-site wamanty for three years.  Older equipment such as AST's or MAC’s that are out of
warranty is also supported by Desktop Services. All eguipment failures are to be reported to the Client Service Center
where they are tracked, disgnosed, and forwarded to Field Services staff for repair and f or replacement.

Service Levels

The DIT Desktop Services group provides support on all State of Michigan desktop and peripheral equipment. Support

teams are strategically located throughout the State providing 5 x 9 coverage, accomrmodations for after hours suppart
zan be made on a case-by-case basis.

Performance Indicators

Repairfreplacement of standard {currently Dell GX series) desktop / laptop ¢ printer f peripheral hardware will be
completed within 1 business day, if parts are required then 2 busingss days.

Standard, software (Rich would like some indication of what constitutes "standard” to be written here} problems will be
resglved within 8 business hours.

T staff will make every effort to repair non-standard eguipment in a timely manner.
3. Office Installation, Move, Add and Change (IMAC)

Service Definition

As a normal process of the warkplace, organizations respond to business fluctuations by changing staff levels and
relocating offices,

Desktop Moves

DIT provides services to assist in office rolocations by moving desktaps, LAN drops and, in selected locations,
telephones. Yvhile DIT will assist in determining the electrical requirements far any propased configuration, the client is
responsible for facilitating all electrical reguirements.

Service Levels

DIT will coardinate IMACs by assessing the size and complexity of the request before determining how the request wilk be
processed. Generally, small IMACS can be completed in 2 — 4 business days. Larger IMACS that require coordination
with cther agencies, new equipment to he purchased andior involve large numbers of devices will need to be incorporated
in ko a project that includes a agreed upon project plan, far DIT oversight and timely reselution. IMAC requests will be
referred ta the agency(s) involved for authorization before initiation. Authorization will be abtained from the agency(s)
through the appropriate CHT Dedicated Client Specialist.

Performance Indicators
It is the agencies responsibility to coordinate and provide electrical requirgments. Installation and moves of desktop
equiprment:

= 2 business days for 1 - 5 units. once the equipment is received

+ 4 husiness days for 8 — 10 units, once the eguipment is received

« Client and DIT will develop a project plan for moves more than 10 units. The Strategic Project Office (SPO} will be
responsible for providing aversight for major projects.

Service Level Ag-féement Page 2 of 10 BIEB2003
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1. Voice Services

Service Definition

OIT provides telephone saervice to approximately 20,000 employess in the Lansing, Detroit, Grand Rapids and Saginaw
office complexes. For clients in outlying areas and for services other than standard telephone or voice mail services, DIT
has negotiated a statewide contract with several Local Exchange and Long Distance Camiers for phone services. The

senvice contracts provided by these camiers are managed by the DIT Telecom group. These contracts are available for
agency use,

Service Levels

DT Telecom managed voice telephone service is provided 7 x 24 ¥ 365 without intetruption.  Service outages are a top
pricrity.

+ Installation and moves of office telephone egquipment — State of Michigan pravided service
5 business days for 1 — 5 units
10 business days for 6 — 10 units

Client and DIT will develop a project plan for more than 10 units. The SPOQ will be responsible for
providing oversight for major projects.

Local Exchange and Long Ristance Camier services are provided according to the service levels within each contract.

« Instaliation and moves of standard office telephone equipment - Vendor provided service - according to contract
provisions

Performance Indicatars
OIT Provided Senvice

+« Voice service is available 85 95%
= Major interruptions (such as dial tone disnuptions) will be repaired within 4 business hours.
« WMinor problems {such as noisy cord or headset} will be repaired within 1 business day.

Vendor Provided Service
DIT will provide Yendor Management of SBC and work {0 ensure the temms of the contract are met.

5. Procurement & Administrative Services

Service Definitian

DIT Contracts and Precurement Services performs all IT computer commaodity & service procurement for the State of
Michigan, negotiates all IT related contractuzi services, and ensures that the services provided meet contract
specifications. Many of the procurement activities are a component of other DIT Services.

Bervice Levels

DIT manages the entire spectrum of | T procurement, from standard desktop acquisition through complex | TB (invitation to
bid) solutions.

Performance Indicators
Commodity desktep acquisitions
« EStandard, {on hand inventory) completed in 2 business days

+ Standard, purchased required, 2 - 6 weeks (end-to-end metric, from time reguest received to Field Services
installztion}

» Non Standard Acquisitions will be negotiated with appropriate vendors and completed in a imely manner.

ITE Procoss
e |arge projects (= 31 M, high tisk) 1718 months
« [Medium prejects (5250K — 31 M, medium risk) 6-12 months
bervice Level Agreement Page 3 of 10 B2
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« Small projects (B50K - $250, low risk) 4- 6 months
woicing
«  On Time

* [iscrepancy Resolution within 30 days

6. Application Services

Service Definition

Agency Services is the liaison between the Department of Information Technology (DIT) and the individual Executive
Branch agencies. This team is responsible for the development, modifications, and enhancements of agency IT
applications. The development of new applications and major modifisations to existing application will be coordinated with
the agency by the Agency Services teamn. The Agency Services Team will engage the Strategic Project Office for
assistance in managing major projects that have been approved by an Agency for implementation.

Agency Setvice's Enterprise Application Services is responsible for enterprise applications, including HRMN, MAIN, and
the state web portal as well as middieware support and services for DIT, The development of new enterprise andfor
multiple agency applications and major modifications to existing enterprise applications will be coordinated with the
Enterprise Application Services team. The Enterprise Application Services team will engage the Strategic Project Office
for assistance in managing major projects that have been approved by Agencies for implementation.

Service Levels

The Strategic Project Office (SPO) will be responsible far providing oversight for projects that are assigned to DIT. The

%P0 will provide penodic status reports as requesied by the Agency Services Team of when the project fails to mest the
required mileslones ar task timeframes.

Performance Indicators
he project will report en time, on Budget and wilhin scope mctrics bascd on the projoct plan.

7. Data & Application System Availability

Service Definttion

DIT Agency Services provides the development and maintenance of application systems on various technologies and
platforms. Currently, agency application support is performed by the same staff that was performing that function prior to
the formation of DIT. This support stalf now reparts to the DIT agency 10, The Client Service Center will accept calls for
application issues and then forward those calls to the appropriate agency support skaff for resolution.

Agency application suppart and development will be the responsibility of the Agency 1O and the support staff. System
software and hardware support for mamnframe and servers will be referred to Infrastructure Servicos for resolution. Data
Center Operations is responsible for the support of the mainframes and servers installed at the Secondary Complex Data
Center while Distributed Services is responsible for the support of servers housed in data centers outside of the
Secondary Complex Data Center.

Agency Service's Enterprise Application Service is responsible for enterprise applications, including HRMN, MAIN, and
the state web portal as well as middleware support and services for DIT.

Service Levels

Maintenance and support requirements tor a specific applicalion will depend on the associated Agency's need for
avalahility and access to that application's functionality and data. Resolution times for reported problems and application
up-time will also be detcrmined by the Agency’s customer's required access and the assigned pnority level for the
avalability of the application's functicns and data. Application availabilly will also be dependent on the availahility of the
apphication hast, supperting network, desktop as welt as other application dependencies such as a database.

Service Level Agreement Page 4 of 10 /2003
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Application enhancements and new applications reguests will be assigned ta the Agency Information Officer or Enterprise
“pelication Services for resolution.

Perfermance Indicators

The Agency's customer will determine when the application may need to be availatle, The svailability of an application
may be required only doring nermal working hours of Monday thru Friday from 8am to 5 pm or if the applisation provides

critical information to it's users then it may need to available 7x24x365. DIT wil! engineer new applications o provide 99%
availability during the time specified far the Agency,

8. Center for Geographic Information

Service Definition

The Michigan Center for Geographic [nformation {CGl) provides leadership. technical expertise and policy for the
development, use, dissemination, promaotion and sharing of geanraphic information in the state of Michigan. The Center's
mizgion will enable state government to more effectively and efficiently serve the citizens, businesses and other
governments of the state in areas of public protection, hemeland security, economic development, environmental
protection and transportation.

Sorvice Levels
The Center for Geographic information will respond to requests for services that CGI provides.

Perfarmance Indicators
The project will report on time, on budget and within scope metrics based on the project plan.

9. Web Site Portal (Michigan.gov)

sgrvice Definition

The State's Intemet senvices are coordinated through a single portal, wewe michigan. aov providing a single external face
to the web. Goals of Michigan. gov include

= Consistent web user interface (look and feel, uzability) across individual agency applications and services
=« {onsistent security and privacy policies

DIT provides hosting senvices for production and test environments, suppart, and formal training in the michigan.goy tacls,
Vignette, Surfaid, and Inktomi.

Service Levels

The Michigan.gov portal is available 7 x 24 x 385, The e-Michigan Yeb Development group will respond o requests for
SCIYIDeS.

Performance Indicatars
CIT will maintain 59%: portal availabilify.

Service Level Agreement Page 5 aof 10 - BI8/2003
Appendix Draft



Client Service Level Reporting

DIT Service

ﬁ
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Client Service Center

Desktop Services

Office Installation,
Move, Add and Change
(IMAC)

Voice Services

o Measurement Description

v First Calf Resolution

= Numberof Cases

= Cases cafegorized by type; repair, service request
amnd question. o

Return fo Service. When a client's request {repsair,

replace} was completed. This includes deskiop

hardware, penpheral equipment and software.

Repai/Replace {Call Resolution)

Desktop IMALC, from request to time chent is able to
access data.

Goal o
Firsi call resolution 70% of the time.

Problem resolution within 1

business day, if parts needed then
2 business days.

» 1 — 5 units Desktop - 2 Business
Ciays,

= & — 10 units Desktop - 4
Business Days,

= = 10 units will be a project.

“Service Availabifify (Uptime). The percentage of time

the service was available to the client. Scheduled
maintenance is not included in this measurement.

Return to Service. When a client's request (repair,
replace} was completed.

Vorce IMAC, request through time client is able to
makefreceive calls.

89 .99% for DIT provided voice
SErvices.

Problem resolution for DIT provided
voine services, within 1 business
day, if parts needed then 2
business days.

For DIT provided voice services:
+ 1 —35units - 5 husiness
days
# G- 10 units - 10 business
days
s =10 units will be a project.

Procurement &
Administrative Services

Requests for IT hardware, software or services.

»  Standard Commedity Acquisitions on Hand
Imventory
= Standard Commedity Acquisitions
Invoicing:
= invoicing State Agencies for DIT Services (3
waeks after calendar mongh 2nd)
=  Resolution of Invoicing Discrepancies

2 Business Days
2 — G weeks
an Time

30 Days

Application Services

Data & ﬁpplir:atiun
Systent Availahility

Weh Site Portal
P michigan. gowh

Time ko project agreement and scope definition.
Project comptetion.

2-4 weeks
On TimefOn Budget™ithin Scope.

Transactional Systems Senvce Avarlability. The % of

time production services were available to the client.

Schedulad maintenance is not included n this

measurement.

= Service Availabiily {Upfime). The percentage of
time the welbsite was available to the client,
Scheduled maintenance is nof included in this
measurement.

= Noumber of Hils, This is the number of imes a client
webhsite was accessed.

S9% Availability

99.5% Avaitability
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Problem Priority Categories

Categnry | Criteria Example .
URGENT * Risk of Personal Injury or Loss of Life | = Agency network down
Problems will be = Critical Infrastructure Components » Production mainframe down
considered the highest {e.g.; Mainframe chiller unit, LMAN » Security system down effecting a large
prionty and are Backbone) number of users
! sonsidered to be a = At the direction of the Data Center » LEIN Interface or system down
possible life-threatening Operations, Telecomm, or Security |
situatinn and Disaster Recovery Management
Directors.
HIGH * Any outage or perormance » Branch office down
Problems will be degradation that directly affects the » Internet down or severely degraded
considered the second public * Qne ar more Customer location{s) down
priority and reflect a = Major aperational hardware and 'Cut Of Public Business'
situation where the public software or non-peripherat = Jutages or perfomance degradation
i is being directly impacted equipment. +  effecting availability of public services
in a negative way = At the direction of the Data Center = Key Treasury funds transfer down
Operations, Telecomm, or Security = Severe degradation in response time
and Disaster Recovery Management effecting public serviges '
Directors.
- MEDIUM = Network outages or performance » All Other Requests ]
Al problems nat meeting degradation effecting users that are
the I_irgent or High criteria not involved dirECﬂ}' with the public
will be assigned Medium | = [nternal e-mail issues :
priority status: this default | = General how-to guestions :
will be considered the = Problems/lssues with non-public
, third priority and refiect a | service batch jobs
situation where there is = Degradation in response time
no risk of personal injury, effecting non-public applications
and the public is not = Password resets for users not
being directly effected. directly involved with the public
I
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State of Michigan —~ Department of Information Technology (DIT)
6-Up FIA Service Metrics — July 2003

Helpdesk First Call Resolution

Desktop - Resolved Cases

1000 ;106G
. . 100
% BoD (33 i of Tickets o
—k—k—A i
ﬁ 600 - : 6D a0 O# of Desktnp Repain
[ . : Calls
— 400 +AD 4D
o : —— Target
# 200 © 20 o0 O# of Calls Resolved
q ’ : o S U of 154 Coafl within 2 Business
SO o B Days
R S
53 %2 3 O P A
DesktopfVoice IMAC Procurement/Invoicing
100 104
43 5O -
“@ g
= 1]
2 60 3 60
& == of Decktop =
. H WhAC 0 A0
¥ o= —8—# Standand
* 20 * oo Carmmadity
—o— ¥ of Ve Requests
o IMAL o S —— lamgel detivery
(= i = in [ i) [ar] o ] [t
5 = = i 2 A
8 8 & g 3 3 2 &
Voice Availability Web Site Portal Availability
100 -~ i L 1000 sl . 100
a0 800 - i a0
: - o] ! : Tw of Hils
ho % 53 - 4 G0
: -
a0 —&— Target o A00 - : All
: L. : i
20 ¢ 00 ' 29 —a— Tamet
. -5 Avatlability B L -
a Y 0. ‘o a0 M Ao lability
g g 3 3 28 8 8
EEEE 5373
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State of Michigan — Department of Information Technology (DIT)
Metrics — June 2003

Application Services
Goal — On Time/On Budget/Within Scope

Projects:
1. Project X¥Z

Status — Briefly explain project status as it relates to schedule, budget and scape.

Center for Geographic Information
Goal — On TimefOn Budget/Within Scope

Projects:
2. Project Map Michigan

Status - Briefly explain project status as it relates o schedule, udget and scope.

BrB/2003
Drafi
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State of Michigan — Department of Information Technology (DIT)
6-Up External DIT Service Metrics — June 2003

CSC -First Call Resolution

880 - | 85
5540 - § R. i O Tokal Cases
% 3 B m . BD ¥ of Tickels by Agency
2 84D ] m & 75 ORepairs
- S T -
w~ 820 : o
w BUU I'j70 & Torget O Service
| | % of 15t Cal Requests
TR0 : AL LU WAL gy i OGueslions
(1 £ g Resoluton
L
[ (%] = = =~
BELrz:E g 2
Deskiop - Resolved Cases Service Request On-Time Completion
250
200 e IEEE s of Service
150 O# of Desktop Repair Requests
Galls {omplelerd
100 On-Timne
O# of Calls Resahverd
&0 within 2 Busincss +—Targat
Days
0
"F’ Qé? Jan-03 Feb-D3 WMar03  Apr-03 May-(a
Data & Application System Availability
100 1005 gommowsoee oo
9.8
93.5 LAV R _ -
L1/ . —"
503 L1 LY : BE \ LA
Bﬂgg b : B System Availatility
gg:ﬁ ______________ © e o e . 98.5 OGoal - %
98.4 |
95.2 o8 |
L Y75 i
Jarn-02 Febh-03 Mar-031 Apr-d3 May-03 ay g ,
Jan-03 Feb 03 Mar-03 Apr03 May-03
— Vioice Services Availibility (% Uptime) ===Goal - % an ATy Aprvs May

Mote — This is a SAMPLE Report; Metrics reflected are not actual Service Statislics,
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